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Intro: EGIT and COBIT 5



Definition of EGIT

Enterprise Governance of IT (EGIT) is an integral part of enterprise governance
exercised by the Board overseeing the definition and implementation of
processes, structures and relational mechanisms in the organisation enabling
both business and IT people to execute their responsibilities in support of

business/IT alignment and the creation of business value from IT- enabled
business investments.

(Van Grembergen & De Haes, 2009 and 2015)
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COBIT 5 Framework

* COBIT 5is an IT governance framework
developed by ISACA

* Over successive versions it transitioned
towards a broader IT governance and
management framework

 COBIT 5 was released in April 2012



COBIT 5 Framework

FIGURE 1
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COBIT 5 GOVERNANCE AND MANAGEMENT PROCESSES

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

EDMO1 Ensure
Goverrance EDM02 Ensure EDM03 Ensure ma‘g Ensure Ensmr%ﬂ‘rm
Framework Setting Benefits Delivery Risk Optimisation Opﬁ”ﬁggﬁm Trans
and Maintenance parency

Align, Plan and Organise Monitor, Evaluate

and Assess

1hﬁg1|an~§e?nagm APOO2 Manage H’Enﬁm@ APOO4 Manage APOD5 Manzge APOD6 Manage APOOT Manage
Framework Strategy Architecture Inovation Portfolio Budget and Costs Human Resources

MEAD Monitor,
Evaluate and Assess

Performance and
APOOS Marage ﬂPC!ngnl':ﬂg;'IEuE APO10 Manage mm%i*Manage APO13 Manage Conformance

Relationships Agreements Suppliers Security

Build, Acquire and Implement

BAI03 Manage BAIDS Manage BAIOT Manage
pBAIIH Managed %”“2. ME”EE{'E Salutions B‘iﬁ E’ﬁﬂ?ﬂe Drganisational BAIO6 Manage Change
mglrjarr]g:%ssan Eg;f'.re;t-':'e” 5 Identification and Canacit Changa Changes Acceptance and MEAQ2 Monitar,
oy infon and Build pactty Enablement Transitioning Evaluate and Assess
the System of Internal
Control

BAIOE Manage B AN O Manage
Knowdedge Configuration

Deliver, Service and Support

MEAD3 Monitor,
0SS0 DS502 Marage DSSO5 Manage DSS06 Manage Evaluate and Assess
: Jmh%m%ge Servica Requests 2 Dssu[:mlﬁw&nwage Security Business Compliance With

and Incidents Services Pmcess Controk Extemnal Requirements

Processes for Management of Enterprise IT

Source: COBIT® 5, figure 16. © 2012 ISACA® All rights reserved.
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COBIT 5 brings together the five principles that allow the enterprise to build an
effective governance and management framework based on a holistic set of seven

enablers that optimises information and technology investment and use for the
benefit of stakeholders.




COBIT 5 principles and their relation with management concepts

COBIT 5 builds on the general literature of
management control and management control systems

Management control is a suite of informal processes
designed to bind organizational outcomes to
organizational strategic goals (Simons)

The definition of control in COBIT 3: “the policies,
procedures, practices, and organizational structures to
provide reasonable assurance that business objectives
will be achieved and that undesired events will be
prevented or detected and corrected”

In COBIT 5 the word “control” is replaced by “good
practices”



Principle 1: Meeting Stakeholder Needs

» Strategic Business/IT Alighment
* Operational Business/IT Alighment
* Balanced Scorecard
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Strategic Business/IT Alignment

* Business/IT alignment: the fit and integration among
business strategy, IT strategy, business structures and IT
structures

* Jerry Luftman’s assessment of business/IT alignment
maturity

e How?
— Academic

 Henderson and Venkatraman (SAM model)
* Maes (SAM extension)

— Practice
* Business/IT processes (COBIT)



Business/IT maturity assessment (Jerry Luftman)

IT is perceived by the business as:
1 A cost of doing business
2 Emerging as an asset
3 A fundamental enabler of future business activity
4 A fundamental driver of future business activity
5 A partner for the business that co-adapts/improvises in bringing value to the firm
6 N/A or don’t know
The following statements are about the IT and business relationship and trust.
1 There is a sense of conflict and mistrust between IT and the business.
2 The association is primarily an “arm’s length” transactional style of relationship.
3 IT is emerging as a valued service provider.
4 The association is primarily a long-term partnership style of relationship.
5 The association is a long-term partnership and valued service provider.
6 N/A or don’t know
The following statements are about the cultural locus of power in making IT-based decisions. Our important IT decisions are made by:
1 Top business management or IT management at the corporate level only
2 Top business or IT management at corporate level with emerging functional unit level influence
3 Top business management at corporate and functional unit levels, with emerging shared influence from IT management
4 Top management (business and IT) across the organization and emerging influence from our business partners/alliances.
5
6

Top management across the organization with equal influence from our business partners/alliances.
N/A or don’t know



Business / IT alignment Belgian benchmark
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STRATEGIC BUSINESS/IT ALIGNMENT

(Henderson and Venkatraman, 1993)

Business Information Technology

External <

Internal




Strategic Alignment model

Business strategy as the driver: strategy execution alignment perspective
Business strategy is articulated and is the driver

of both organizational and IT infrastructure design
Business Information Technology

External

Internal




Strategic Alignment model

Business strategy as the driver: technology transformation alignment perspective
Implementing the chosen business strategy through appropriate

IT strategy and required IT infrastructure and processes
Business Information Technology

External

Internal




Strategic Alignment model

IT strategy as the enabler: service level alignment perspective
Focuses on how to build a world-class IT service organization

Business Information Technology

External

Internal




Business/IT Alighnment

 Maes (extension SAM model)
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Strategic Business/IT Alignment

* Principle 1 “Meeting stakeholders needs” implies that
COBIT 5 provides the required processes and other
enablers to support value creation and risk management

* This is closely related to the notion of strategic
business/IT alighment

e Within COBIT 5 there is an explicit assumption that
organizations can achieve business/IT alighment through
its developed cascade of enterprise goals, linking those
goals to IT-related goals and to the IT COBIT processes



1. Meeting stakeholder needs

¢ Stakeholder needs have to be transformed
into an enterprise’s actionable strategy.

® The COBIT 5 goals cascade translates
stakeholder needs into specific, actionable
and customised goals within the context of
the enterprise, IT-related goals and enabler
goals.

Stakeholder Drivers

(Environment, Technology Evolution, ...)

( Influences )

Stakeholder Needs

Benefits Risk
Realisation Optimisation

Resource
Optimisation

Enterprise Goals

{ Cascadesto ; |

IT-related Goals

Enabler Goals



1. Meeting stakeholder needs
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OPERATIONAL BUSINESS/IT ALIGNMENT
COBIT 5



Operational Business/IT Alignment
COBIT 5

* How can strategic business/IT alighment be
embeded into the operational level?

 COBIT 5 provides beyond the 5 governance
processes also 32 business/IT management
processes

* Most typical alignment process: APOOS8
Manage Relationships



Operational Business/IT Alignment
COBIT 5

(APOO0O8 Manage Relationships)

AP0OO0B Process Practices, Inputs/Outputs and Activities

Management Practice Inputs Outputs
AP008.01 Understand business expectations, From Description Description To
Understand current business issues and objectives and . -
business expectations for IT. Ensure that requirements APO0Z.05 Strategic road map ELZ?:ESEET :Et':tfgr;:" internal
are understood, managed and communicated, and their P
status agreed on and approved.
Activities

1. Identify business stakeholders, their interests and their areas of responsibilities.
2. Review current enterprise direction, issues, strategic objectives, and alignment with enterprise architecture.
3. Maintain an awareness of business processes and associated activities and understand demand patterns that relate to service volumes and use.

4, Clarify business expectations for IT-enabled services and solutions and ensure that requirements are defined with associated business acceptance
criteria and metrics.

5. Confirm agreement of business expectations, acceptance criteria and metrics to relevant parts of IT by all stakeholders.

6. Manage expectations by ensuring that business units understand priorities, dependencies, financial constraints and the need to schedule requests.

7. Understand the current business environment, process constraints or issues, geographical expansion or contraction, and industry/regulatory drivers.
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The Balanced Scorecard

How do we look to
Financial Perspective shareholders?

Objectives Measures

How do
customers What must we
see us? excel at?

Internal Business Process

Customer Perspective et

Obijectives Measures "Ob'ectives Measures

Learning and Growth
Perspective

Objectives Measures

Can we continue to
improve and create
value?

Source: Robert S. Kaplan and David P. Norton, 1994



Corporate Contribution Scorecard

Objective Measures
Business/IT Alignment Operational plan/budget approval N/A
Measured in business unit performance N/A

Value Delivery

Cost Management

Attainment of expense and recovery targets

Attainment of unit cost targets

Industry expenditure
comparisons

Compass operational “Top
Performing” levels

Risk Management

Results of internal audits

OSFI Sound Business

Practices

Execution of Security Initiative N/A

Delivery of Disaster Recovery Assessment N/A
Inter-company Synergy Attainment of targeted integration cost Merger & Acquisition
Achievement re_ductlons _ guidelines

Single system solutions N/A

Target State Architecture approval N/A

IT organization integration N/A




User Orientation Scorecard

Objective

Competitive Costs

Measures

Attainment of unit cost targets

Blended labour rates

Compass operational “Top
Performing” levels

Market comparisons

Development Services
Performance

Major project success scores:
e recorded goal attainment
e sponsor satisfaction rating
e project governance rating

N/A

Operational Services Performance

Attainment of targeted service levels

Competitor comparisons

29

Customer Satisfaction

Business unit survey ratings:

e cost transparency and levels

e service quality and responsiveness
e value of I.S. advice and support

e contribution to business objectives

Copyright W. Van Grembergen - S. De Haes

N/A



Operational Excellence Scorecard

Objectives

Measures

Development Process Performance Function point based measures of:

e productivity
e quality
e delivery rate

TBD

Operational Process Performance

Benchmark based measures of:

e productivity

e responsiveness

e change management effectiveness
e incident occurrence levels

e Selected Compass
Benchmark studies

30

Process Maturity Assessed levels of maturity and TBD (ITGI)
compliance in priority processes within:
e planning and organization
e acquisition and implementation
e delivery and support
e monitoring
e Major project architecture approval N/A

Enterprise Architecture
Management

e Product acquisition compliance to
technology standards

o “State of the Infrastructure”
assessment

Copyright W. Van Grembergen - S. De Haes



Future Orientation Scorecard

Objectives Measures

Human Resource Management Results against targets:
e staff complement by skill type N/A
o staff turnover Market comparison
o staff “billable” ratio Industry standard
 professional development days per Industry standard

staff member

Employee Satisfaction Employee satisfaction survey scores in: North American technology
e compensation dependent companies
e work climate
o feedback
e personal growth
e vision and purpose

Knowledge Management Delivery of internal process N/A
improvements to “Cybrary”
Implementation of “lessons learned” N/A

sharing process

31 Copyright W. Van Grembergen - S. De Haes



BALANCED SCORECARD
COBIT 5

e Verification is needed whether stakeholder
needs are being met through a sound
measurement process

 COBIT 5 builds on the balanced scorecards as
developed by Kaplan and Norton and as
adapted for business/IT by Van Grembergen
and others



BALANCED SCORECARD

(PO1 Define a strategic IT plan)

COBIT 4.1

Goals and Metrics
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BALANCED SCORECARD
COBIT 5

(APOO5 Manage Portfolio)

Process Goals and Metrics

Process Goal

Related Metrics

1. An appropriate investment mix is defined and aligned with
enterprise strategy.

= Percent of IT investments that have traceability to the enterprise strateqy
* Degree to which enterprise management is satisfied with [T's
contribution to the enterprise strateqy

2. Sources of investment funding are identified and available.

* Ratio between funds allocated and funds used
* Ratio between funds available and funds allocated

3. Programme business cases are evaluated and prioritised before funds
are allocated.

* Percent of business units involved in the evaluation and
prioritisation process

4. A comprehensive and accurate view of the investment portfolio
performance exists,

« Level of satisfaction with the portfolio monitoring reports

5, Investment programme changes are reflected in the relevant IT service,
asset and resource portfolios.

« Percent of changes from the investment programme reflected in the
relevant IT portfolios

6. Benefits have been realised due to benefit monitoring.

* Percent of investments where realised benefits have been measured and
compared to the business case




BALANCED SCORECARD
COBIT 5

(APOO5 Manage Portfolio)

The process supports the achievement of a set of primary IT-related goals:

IT-related Goal

Related Metrics

01 Alignment of IT and business strategy

* Percent of enterprise strategic goals and requifements supported by IT
strategic goals

* | evel of stakeholder satisfaction with scope of the planned portfolio of
programmes and services

« Percent of IT value drivers mapped to business value drivers

05 Realised benefits from IT-enabled investments and services portfolio

* Percent of IT-enabled investments where benefit realisation is monitored
through the full economic life cycle

* Percent of IT services where expected benefits are realised

* Percent of IT-enabled investments where claimed benefits are met
or exceeded

13 Delivery of programmes delivering benefits, on time, on budget, and
meeting requirements and quality standards

* Number of programmes/projects on time and within budget

* Percent of stakeholders satisfied with programme/project quality

* Number of programmes needing significant rework due to quality defects
* Cost of application maintenance vs. overall IT cost




Principle 2: Covering the Enterprise End-to-End

* This principle articulates that COBIT 5 does
not only focus on the “IT function” but treats
IT as assets or capabilities that need which
aligns with the resource-based view and
capabilities literatures

 COBIT 5 encompasses both IT processes and
IT-related business processes as clearly shown
in its developed RACI charts



Principle 2: Covering the Enterprise End-to-End

(APOO5 Manage Portfolio)

APO05 RACI Chart

Steering (Programmes/Projects) Committee

Project Management Office
Information Security Manager
Business Continuity Manager

Business Executives

Business Process Owners
Strategy Executive Committee
Valug Management Office
Chief Risk Officer

Chief Information Security Officer
Architecture Board

Enterprise Risk Committee
Head Human Resources
Compliance

Chief Information Officer
Head Architect

Head Development

Head IT Operations

Head IT Administration
Service Manager

Privacy Officer

Chief Financial Officer
Chief Operating Officer

Chief Executive Officer

Key Management Practice §

AP005.01
Establish the target A
investment mix.

AP005.02
Determine the availability and G A R G R
sources of funds.

AP005.03
Evaluate and select programmes | C | A | R R R R RIC
to fund.

AP005.04

Monitor, optimise and
report on investment F{C|CJC|C|C]R A clcfc|c C

portfolio performance.

AP005.05
Maintain portfolios.

AP005.06
Manage benefits achievement.
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Principle 3: Aplying a single integrated framework

COBIT 5 serves as an overarching framework for
governance and management of enterprise IT

COBIT 5 aligns at a high level with other relevant
standards and frameworks (VAL IT, ITIL, ...)

COBIT 5 emphasizes the requirement of general

business management being accountable for managing
IT

5 governance processes and 32 management processes

Specific processes addressing business roles:
APOO03 Manage Enterprise Architecture, APO0O4
Manage Innovation, BAIO5 Manage Organizational
Change, DSS06 Manage Business Process Control






Principle 4: Enabling a holistic approach

* COBIT 5 explains that an efficient and effective
implementation of IT governance and
management requires a holistic approach which
consists of processes, organizational structures
and human resources

* This challenge is related to what is described in
the literature as the need for an organizational
system, i.e. “the way a firm gets its people to
work together to carry out the business”



COBIT 5 enablers

2. Processes

3. Organisational
structures

t

4. Culture, Ethics
and Behaviour

1. Principles, Policies and Frameworks

5. Information

B. Services,
Infrastructure

and Applications

Resources

7. People,
Skills and
Competencies

41



Principle 4: Enabling a holistic approach
(continued)

* EGIT research (Van Grembergen and De Haes)
shows that organizations can deploy EGIT by
using a mixture of various structures,
processes, and relational mechanisms

 COBIT 5 builds on these insights and
incorporates the “enablers” in its framework



IT GOVERNANCE MODEL

(Van Grembergen — De Haes)

Structures Processes
e.g. IT steering committee, e.g. IT performance
CIO on executive management, portfolio
committee, roles and management, benefits
responsibilities management
Enterprise

governance of IT

Relational
Mechanisms

e.g. job-rotation, co-
location, account
management




Principle 5: Separating governance from
management

The COBIT 5 framework makes a clear distinction between governance and
management.

These two disciplines:
® Encompass different types of activities
® Require different organisational structures
® Serve different purposes

Governance—In most enterprises, governance is the responsibility of the board of
directors under the leadership of the chairperson.

Management—In most enterprises, management is the responsibility of the
executive management under the leadership of the CEO.



GOVERNANCE

MANAGEMENT

PLAN MoNITOR

BuiLD RUN
(APO) —> (BAI) —> (DSS) —> (MEA)

Governance ensures that enterprise objectives are achieved by evaluating stakeholder needs,
conditions and options, setting direction through prioritisation and decision making, and
monitoring performance, compliance, and progress against plans.

— In most enterprises, governance is the responsibility of the board of directors under the leadership of the chairperson.
Management plans, builds, runs and monitors activities in alignment with the direction set by the
governance body to achieve the enterprise objectives.

— In most enterprises, management is the responsibility of the executive management under the leadership of the CEO.



(I'—‘rucesses for Governance of Enterprise IT )
Evaluate, Direct and Monitor

EDMO1 Ensure
Covernance EDM02 Ensure EDM03 Ensure EDMO4 Ensure EDM® Ensure

. - ? b e Resoumea Stak eholder
Fﬂm&ﬁﬂ? Benefits Delivery Risk O ptimisation Optimisaion Transparency

Align, Plan and Organise Monitor, Evaluate
and Assess

00 Manage 8 Apoo2 Manage APOO3 Manage APOO4 Manage APODS Manage APO06 Manage APOO7 Manage
Framefé%rk Strateqy Architrgcture Inmovation Portfolio Budget and Costs Humean Resources

MEAM Monitar,
Evaluate and Assess

Performance and
h%ﬁgﬂﬂe APO10 Manage APO1 3 Manage Conformance

APOOE Mamage
Suppliers Security

Relationships Agreements

Build, Acquire and Implement

BAIO3 Manage BAIOS Manage BAIOT Manage
PlriumrTan%r]saEr?d %ﬁllﬁ:‘rﬁgﬁ: Solutions Bﬁ% aﬁrt?e Organisational BAIOG Manage Change
Pprojects Defint Identification and Capaci Change Changes Aceeptance and MEAG2 Monitor,
1ol nfton and Build pacity Enablement Transtioning Evaluate and Assess
the System of Internal
Contral

BAIOS Manage BAN10 Manage
Knowdedge Configu ration

Deliver, Service and Support

MEAD2 Monitor,

” DS502 Marage DSSO5 Manage Bvaluate and Assess
D$501 Manage Service Requests 05504 Manage Security Compliance \With

Operations and Incidents Continuity Services External Aequirements

Processes for Management of Enterprise IT

Source: COBIT® 5, figure 16. © 2012 ISACA® All rights reserved.



